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AccertaBLE Usk Poricy

Aims

The aim of this Acceptable Use Policy (AUP) is to ensure that students will benefit from learning opportunities offered by the
school’s digital resources in a safe and effective manner. The responsible use of internet and digital technologies, both online
and offline and access is considered an integral part of teaching and learning. Therefore, if the school AUP is not adhered to
agreed sanctions will be imposed.

It is envisaged that the AUP will be revised regularly. Before signing, the AUP should be read carefully to ensure that the

conditions of use are accepted and understood.

When using the internet students, parents and staff are expected:
o To treat others with respect at all times.
e  Not undertake any actions that may bring the school into disrepute.
e  Respect the right to privacy of all other members of the school community.

®  Respect copyright and acknowledge creators when using online content and resources.

Scoil Mhuire’s Strategy
The school employs a number of strategies in order to maximise learning opportunities and reduce risks associated with the
Internet. These strategies are as follows:

e  Children will only have access to the internet under direct teacher supervision.

e Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to inappropriate

material.

o  Uploading and downloading of non-approved software will not be permitted.

o The use of personal external digital storage media (e.g. USB keys) in school, requires school permission.

e Virus protection software will be used and updated on a regular basis.

e  Students and teachers will be provided training in the area of Internet safety

o  Students will treat others with respect at all times and will not undertake any actions that may bring the school into

disrepute

This Acceptable Use Policy applies to students who have access to and are users of the internet in Scoil Mhuire Carlanstown.
It also applies to members of staff, volunteers, parents, carers and others who access the internet in Scoil Mhuire

Carlanstown.
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Content Filtering

Scoil Mhuire Carlanstown has chosen to implement the following level on content filtering on the Schools Broadband

Network:

o Level 4: This level allows access to websites including games and YouTube (to be used for teaching and learning) but

blocks access to websites such as Facebook belonging to the Social Networking category.

Students taking steps to by-pass the content filter by using proxy sites or other means may be subject to disciplinary action,

including written warnings, withdrawal of access privileges, detention and, in extreme cases, suspension or expulsion.

Internet Use (Searching, Downloading and Browsing Websites)

Students will use the Internet for educational purposes only.

Students will not intentionally visit or download materials from internet sites that contain obscene, illegal, hateful or
otherwise objectionable contents.

Students will be encouraged to report accidental accessing of inappropriate materials in accordance with school
procedures.

Students will not copy information into assignments and fail to acknowledge the source (plagiarism and copyright
infringement).

Students will never disclose or publicise personal information or passwords.

Downloading by students of materials or images not relevant to their studies is in direct breach of the school’s
acceptable use policy.

Students will not download or view any material that is illegal, obscene, and defamatory or that is intended to annoy or
intimidate another person.

Students and staff will be aware that any usage of the internet and school’s digital platform, including distributing or

receiving information, school-related or personal, will be monitored.
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Email and Messaging

Staff will communicate with parents through Aladdin Connect or from school provided email accounts which follow

the following format: teachersname@carlanstownns.ie

The following will apply where pupils are granted student email accounts under permission of school management:

Students will use approved class email accounts only under supervision by or permission from a teacher.

The use of personal email addresses by pupils is not allowed for school based work.

Students will not send or download any material that is illegal, obscene, and defamatory or that is intended to
annoy, harass or intimidate another person.

Students should immediately report the receipt of any communication that makes them feel uncomfortable, is
offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication.
Students will not reveal their own or other people’s personal details, such as addresses or telephone numbers or
pictures.

Students should not use school email accounts to register for online services, social networking, apps or games.

Students should be aware that email communications are monitored.

Social Media and messaging services for Staff and Students

The following statements apply to the use of messaging, blogging and video streaming services in Scoil Mhuire Carlanstown:

Use of instant messaging services and apps by pupils including Snapchat, WhatsApp, Viber, etc. is strictly
prohibited.

Many social media sites have minimum age requirements. While the school will not monitor this, we would advise
parents to not allow their children to have personal accounts on Facebook, Twitter etc until they are the appropriate
age.

All members of the school community must not use social media, messaging services and the internet in any way to
harass, impersonate, insult, abuse or defame others.

Staff and students must not discuss personal information about pupils, staff and other members of the Scoil Mhuire
Carlanstown community on social media.

Staff and students must not use school email addresses for setting up personal social media accounts or to
communicate through such media.

Staff and students must not engage in activities involving social media which might bring Scoil Mhuire
Carlanstown into disrepute.

Staff and students must not represent your personal views as those of being Scoil Mhuire Carlanstown on any social

medium.

Teachers can read further information about the use of Social Media and Electronic Communication here:

https:/fwww.teachingcouncil.ie/assets/uploads/2023/09/quidance-for-registered-teachers-about-the-use-of-social-medig-and-el

ectronic-communication.pdf
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Personal Devices

o In line with our Mobile Phone and Electronic Devices the use of mobile phones, smart watches and smart devices by
pupils at school or on school related outings is strictly prohibited.

o [n very exceptional circumstances if a pupil must bring their phone to school, it should be switched off and handed
into the office first thing in the morning and may be collected at the end of the school day. Permission for this
facility is at the discretion of the Principal and may be withdrawn at any time.

e The Board of Management of Scoil Mhuire Carlanstown does not accept any responsibility for the loss, damage or

theft of pupils” personal devices while they are on school property.

School Owned Devices
e  Students should follow teacher’s instructions accessing only the applications to which the teacher has agreed.
e Audio or visuals taken at school cannot be transmitted, broadcast or transferred without the teacher’s permission.
e The camera and audio recording functions may only be used under the teacher’s direction.
o [dentity theft (Pretending to be someone else) is in direct breach of the school’s acceptable use policy.
o [n the event of a child accidently accessing inappropriate material or images during a lesson, the student will
immediately report the incident to the class teacher without attracting the attention of other students.
e Devices must be handled with care at all times and any damage to the device must be reported immediately to the

teacher.

Assistive Technology
®  Pupils who have been granted assistive technology by the NCSE and Department of Education are expected to
engage with it responsibly and for its intended educational purposes.
e Devices or software must not be altered, copied or used to access non-educational content unless otherwise
approved.
e In the case of assistive technology which may be brought home and therefore outside the school’s content filtering
level, parents must take responsibility for the monitoring of the use of the internet at home and ensuring that the

device has not accessed any inappropriate material that could be brought back into the school
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Digital Learning Platforms (including video conferencing/Seesaw)

Students must only use their school provided logins for accessing the school digital learning platforms being used by
their class.

Passwords for digital platforms and accounts should not be shared by pupils and will be retained by class teachers.
Personal pupil email addresses will not be used when creating accounts on school digital platforms.

Permission will be sought from parents upon enrolment for student usage of the schools’ digital learning platforms.

In circumstances where it is necessary to use Remote/Distance Learning our digital learning platforms such as

Seesaw will be used in line with our Distance Learning Policy.
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Audio, Images and Video

In relation to the taking and recording of audio, video and images the following is asked of students, staff, parents and the

school community:

Students:
o Will only use a school device to take audio recordings, photos or videos with the permission of a teacher
®  Must not share audio, images, videos or other content online with the intention to harm another member of the
school community regardless of whether this happens in school or outside.
Staff:
e Will only take photos, videos or audio recordings for school-related purposes.
o Will ensure care is taken when capturing photos, videos or audio recordings that learners are not compromised or
the school brought into disrepute.
[ ]

Wil check that written permission from parents or carers is on file before video, audio or photographs of students are

published on the school website and digital platforms such as Aladdin, Seesaw, ClassDojo etc.

Parents/Guardians and the wider school community:

e Arereminded not to post photos, videos or audio recordings taken at school events to social media if other children
are identifiable. Please do not ‘tag’ photographs or any other content which would identify any children or staff in
the school.

o Will be asked to provide consent upon enrolment for their child’s image, voice or work to be used in digital media for
school purposes such as school website, digital learning platforms etc.

e  Must not share audio, images, videos or other content online with the intention to harm a member of the school
community regardless of whether this happens in school or outside.

School Media/Websites

o  Students will be given the opportunity to publish projects, artwork or school work on the internet. The publication
of student work will be coordinated by a teacher.

o  The website will be regularly checked to ensure that there is no content that compromises the safety, privacy, or
reputation of students or staff.

°

Personal student information including home address and contact details will not be published on Scoil Mhuire

Carlanstown web pages.
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Cyberbullying

When using the internet students, parents and staff are expected to treat others with respect at all times. Engaging
in online activities with the intention to harm, harass, or embarrass another student or member of staff is an

unacceptable and absolutely prohibited behaviour, with serious consequences and sanctions for those involved.

Online bullying behaviour (cyberbullying) is defined in the Department of Education’s publication ‘Bi Cinedlta
Procedures to Prevent and Address Bullying Behaviour for Primary and Post-Primary Schools” as behaviour that is
carried out through the use of information and communication technologies such as text or direct messaging/instant
messaging, social media platforms, email, apps, digital gaming sites, gaming consoles, chatrooms and other online
technologies. This form of bullying behaviour can include:
[l sending or sharing nasty, insulting, offensive, and/or intimidating messages or images via text messages,
emails, direct messages or other websites or apps
[l posting information considered to be personal, private and sensitive without consent
[l making and/or participating in fake profiles on a social network to impersonate and/or humiliate other
students
U excluding or disrupting access to a student on purpose from online chat groups, access to accounts or

from an online game

In accordance with the Bi Cinedlta Procedures to Prevent and Address Bullying Behaviour for Primary and
Post-Primary Schools a message may be posted online just once by a student can be considered bullying behaviour
as it may be seen by a wide audience where it is intended to be shared or has a likelihood of being shared multiple

times and is thus repeated.

Access to technology means that cyberbullying can happen around the clock and the students home may not even be
a safe haven from such bullying. Students are increasingly communicating in ways that are often unknown to

adults and free from supervision. The nature of these technologies means digital content can be shared and seen by a
very wide audience almost instantly and is alimost impossible to delete permanently. While cyberbullying often takes

place at home and at night, the impact can also be felt in school.

In line with the Bi Cinedlta Procedures to Prevent and Address Bullying Behaviour for Primary and Post Primary
Schools, Scoil Mhuire Carlanstown considers that a school is not expected to deal with bullying behaviour
that occurs when students are not under the care or responsibility of the school. However, where this
bullying behaviour has an impact in school, schools are required to support the students involved. Where
the bullying behaviour continues in school, schools should deal with it in accordance with their Bi

Cinedlta policy.
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Legislation
Scoil Mhuire Carlanstown recommends that teachers, students and parents should familiarise themselves with the following

pieces of legislation relating to the use of the internet:

e Data Protection Acts 1988 to 2018 and General Data Protection Regulations (GDPR)

o Copyright and Related Rights Act 2000

o Child Trafficking and Pornography Act 1998 and Criminal Law (Sexual Offences) Act 2017
e  Children First Act 2015

e  Harassment, Harmful Communications and Related Offences Act 2020 (Coco’s Law)

e Criminal Damage Act 1991

Support Structures
e The school will inform students and parents of key support structures and organisations that deal with illegal
material or harmful use of the Internet e.g. www.webwise.ie is a useful resource to access various resources related to
online safety.
e Pupils will be provided with education in internet safety and responsible online behaviour through the SPHE

curriculum and other relevant subject areas.

Misuse and Sanctions
e  Misuse of the internet may result in disciplinary action, including written warnings, withdrawal of access
privileges, detention and, in extreme cases, suspension or expulsion. The school also reserves the right to report any

illegal activities to the appropriate authorities.
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Ratification and Implementation

This policy was discussed and ratified by the Board of Management on 2" July 2025

Review:

This policy and its implementation will be reviewed regularly by the Board of Management, teaching staff, and support staff.

Signed: Sean Wright Date: 2" July 2025

Sean Wright, Chairperson, Board of Management

Signed: Sarah Curran Date: 2" July 2025

Sarah Curran, Principal/ Secretary to the Board of Management



